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BANNERMAN RENDELL LIMITED

CYBER INSURANCE– PROPOSAL FORM.

Applicants details:
Full Name:
Address:
County:
Postcode:

Website:
Business Description:
Last Complete Financial Years Revenue:
	Do you have an establishment in territories outside of your headquartered country?
	
	


If yes please provide a breakdown and attach to this proposal form.

PII Records:
Please can you provide an estimated number of individual personally identifiable records kept within your own network or a third party network? 

Please select:

	
50,000 or less
	
50,001 to 150,000
	       150,001 to 300,000

	             300,001 to 450,000
	
450,001 to 1,000,000
	       More than 1,000,000

	


	Security and Controls:


	1) Is your data backed up at least once a week, and are these back-ups kept in a separate location from your premises?

	

	2) Are all sensitive pieces of data encrypted and removed from your premises?



	3) Do you have firewalls and anti-virus software in place that are updated at least 4 times a year ? If so please identify critical vendors such as: Antivirus, critical software and cloud hosting.
4) Do you, and/or yout outsourced service provider, have a patch management policy in place that allows you to implement critical patches within 30 days?

5) Are you PCI compliant?



	6) Does someone legally sign off prior to the publication of content on your website and social media? 
7) Are the transfer of funds and signing of cheques above £10,000 authorised?
8) Are you compliant with all applicable laws and regulations for your business eg. GDPR (General Data Protection Regulation (EU) 2016/679)?
9) In the past 5 years have you suffered any loss due to a Cyber attack or suspected Cyber attack? 

Please can you provide a desired aggregate policy limit for your quotation:



Date:
Signature:

Name:

